IDENTITY THEFT INFORMATION
From the Office of Blue Earth County Attorney Patrick R. McDermott

IF YOUR KEYS WERE TAKEN:
Change or re-key whichever locks need to be changed for protection.

IF YOURS CHECKS OR CREDIT CARDS WERE TAKEN:
Notify your bank if you have not already done so, and then call the three
credit reporting bureaus to report the loss and ask them to put a FRAUD ALERT
on your account so NO NEW CREDIT will be issued without contacting you.
Experian-  (888) 397-3742 www.experian.com

Transunion- (800) 680-7289 www.transunion.com
Equifax- (800) 525-6285 www.equifax.com

IF YOUR SOCIAL SECURITY CARD WAS TAKEN:
Call the Social Security Administration FRAUD HOTLINE to notify them of the
loss and get information on how to get a duplicate card
S.S.A. FRAUD HOTLINE- (800) 269-0271 www.ssa.gov

IF YOUR DRIVER’S LICENSE WAS TAKEN:
Apply for a new license and “flag” your license as stolen (Identity Theft) at the

DMV,
MN DEPTMENT OF MOTOR VEHICLES- (651) 296-2025
https://dps.mn.gov/divisions/dvs

IF NEW CHECKS OR CARDS HAVE BEEN MAILED TO A DIFFERENT ADDRESS:
Call the U.S. Postal Inspectors about your mail being falsely forwarded:
United States Postal Service/Inspection Service- (877) 876-2455
Local Postal Inspector- (651) 293-3200
hitps://postalinspectors.uspis.gov/

IF YOUR STOLEN CHECKS OR CARDS HAVE BEEN USED:
Contact the banks and/or business that accepted your checks and cards to notify
them of the fraud and offer to sign any affidavits of forgery as needed. Encourage
the banks and businesses to pursue charges against any suspects identified

IF SOMEONE HAS STOLEN YOUR IDENTITY TO GET NEW CREDIT:
Call the police and/or sheriff's office and make an identity theft report. In
Minnesota, identity theft becomes a crime only when a victim (person or
business) suffer a monetary loss. Also, call the Federal Trade Commission
[dentity Theft Hotline to notify them and get advice on how to proceed

FTC ID THEFT HOTLINE- (877) 438-4338 www.consumer.gov/idtheft



FTC FRAUD (Other than ID Theft)- (877) 382-4357

OTHER INTERNET RESOURCES FOR ADVICE AND INFORMATION:

Federal Bureau of Investigations www.fbi.gov

Privacy Rights Clearinghouse www.privacyrights.org

PRC- identity Theft Resources www. privacyrights.org/identity.htm
Internet Fraud Complaint Center www.ic3.gov/

NWCCC Website www.nw3c.org

Cyber Crime https://www.cybercrime.gov

OTHER PHONE RESOURCES FOR ADVICE AND INFORMATION:

Federal Government Information Center- (800) 688-9889

WHAT YOU CAN DO TO PROTECT YOURSELF AND YOUR FAMILY FROM BEING
VICTIMIZED:

Do not leave your wallet, purse, computers, or valuables in a locked or
unlocked vehicle at any time

Do not leave your wallet or purse unattended while at work, school, church, a
social gathering, or at a health club

When you are away from your office and house, lock the doors. Lock your
house and garage doors at night. Keep your overhead garage door closed
when you are not using the garage

Don’t put your driver’s license number on your checks. This makes it easy to
get a false ID made

Keep all credit card receipts safe. Many criminals use numbers off receipts to
defraud

Shred credit card offers you receive in the mail. Thieves steal mail and trash
to get these

Never give your credit card number out to someone calling you. Make
charges only when you call and remember, card fraud investigators will never
call and ask you for your number and expiration date

THE GOOD NEWS:
You are NOT responsible for monetary losses. The banks and credit card
companies may refund your money losses (if any), although it may take some

time while they are investigating on the case. Some can charge up to $50 per
account, but most do not.






Fraud Resources

| @. 1:800-333-2433
= LINKTO A LOCAL AGING EXPERT

Do Not Call Lists
» Place your name on the DO NOT CALL REGISTRY
= National 1-888-382-1222
= www.donotcall.gov
» [t usually takes 31 days to activate the process once the initial call is made.

Consumer Credit Reporting Industry
» Credit reporting industry opt-out service (Stops some credit card and insurance
offers)
= 1-888-576-8688
= www.optoutprescreen.com

Direct Marketing Association

» Consumer Opt-Out Service
»  www.dmachoice.org
» Legitimate mail-order businesses will take your name off their mailing lists
~ Opt-out service is free if you register online

Reporting ldentity Theft
» Call the Inspector General’s hotline at 1-800-447-8477
» Place a “fraud alert” on your credit by contacting the three major credit bureaus.
Also consider requesting a “credit freeze”. Request a copy of your credit report
from one of the credit bureaus and review the report carefully.
« Equifax; 1-800-525-7289
« Experian: 1-888-397-3742
= TransUnion: 1-800-680-7289
» Close compromised accounts immediately:
» Close any accounts that have been tampered with or established fraudulently.
» Call the security and fraud departments of each company.
» Ask for verification that the disputed account has been closed and the
fraudulent debts discharged.
= Keep copies of documents and records of your conversations about the theft.
» File a police report with your local police department:
« Get a copy of the police report for your records.
» Report the theft to the Federal Trade Commission:
« Online at www.ftc.gov/idtheft or phone at 1-877-ID-Theft (438-4338)

If you have questions about this information or need help in reporting identity theft contact:

Senior LinkAge Line® at 1-800-333-2433



Minnesota senior citizens report being targeted by a new
scam: fraudulent operators who pretend to be calling
about Medicare, Social Security, or supplemental

insurance, but whose actual purpose is to trick seniors
into disclosing their private financial information.
Disclosure of such information can lead to identity
theft or unauthorized withdrawals from a person’s
bank account. Consider the following to help prevent
this scam from happening to you, or someone you care
about.

How the Scam Works

Medicare and Social Security beneficiaries across the
country report receiving calls from scam operators
(frequently with foreign accents), who claim to represent
Medicare, Social Security, or an insurance company.
These callers claim that new Medicare, Social Security,
or supplemental insurance benefits cards are being
issued or that the beneficiary’s file must be updated. The
scam artist asks the citizen to verify or provide their
personal banking information, which is then used to
commit theft.

The caller may be extremely aggressive, calling over
and over, and at all times of the day, in an attempt to
wear down the potential victim. These criminals will say
anything to try to gain a person’s trust. In some cases,
the criminals may have already obtained some limited
personal information about the citizen, such as his or
her name, address, or even Social Security number,
which the criminal then uses to try to make the call seem
legitimate. In other cases, the callers may claim that they
can improve the benefits. Do not believe these claims,
and do not carry on a conversation with the caller.
Instead, if you receive a call asking you to disclose your
bank account or other financial information, hang up
immediately. These are criminals, and by speaking
with the callers, even to ask them to stop calling, they
may be encouraged to continue calling your telephone
number.

If you are a Medicare or Social Security beneficiary,
the Center for Medicare and Medicaid Services and the
Social Security Administration will not call you to ask
you to disclose financial information in order to get a
new card. If you receive such a call, you should report it
to these two agencies as follows:

Centers for Medicare and Medicaid Services
7500 Security Boulevard
Baltimore, MD 21244
(877)267-2323
WWW.CHS. GOV

Social Security Administration
Office of Public Inquiries
1100 West High Rise
6401 Security Boulevard
Baltimore, MD 21235
(800) 772-1213
WWW.SSa.gov

The operators of this scam are engaged in criminal
activity. Citizens who receive such calls are also
encouraged to report them to the FBI as follows:

Federal Burean of Investigation
Minneapolis Office
1501 Freeway Boulevard
Brooklyn Center, MN 55430
(763) 569-8000
www.fbi.gov

Tips
These three tips should help you avoid falling victim to
this scam:

1. Remember, the Center for Medicare and Medicaid
Services and the Social Security Administration
will not call you to update your information or
give you anew card.
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2.

If someone who calls you asks for your personal

.information, do not provide it.

If calls persist, you may wish to speak to your
phone company about calling features that would
enable you to be selective in the calls that you
accept or receive.

If you have already disclosed personal financial
information to an unknown party, you may be at risk of
identity theft. There are certain steps that you can take to
further protect yourself including:

1.

Call the three major credit bureaus and
place a one-call fraud alert on your credit
report:

«  Equifax: Call (800) 525-6285, and write
P.O. Box 105069, Atlanta, GA 30348-5069.

*  Experian: Call (888) 397-3742, and write
P.O. Box 9532, Allen, TX 75013.

*  TransUnion: Call (800) 680-7289, and
write Fraud Victim Assistance Division,
P.O. Box 6790 Fullerton, CA 92834-6790.

Consider placing a security freeze on
your credit reports.
Under state law, Minnesota consumers can place

a security freeze on their credit reports. In most

instances, the freeze prohibits a credit reporting
agency from releasing any information from your
credit report without your written authorization.
To place a security freeze on your credit report,
you may send a written request to each of the

Equifax Security Freeze
P.O.Box 105788
Atlanta, GA 30348
(800) 685-1111
www. freeze.equifax.com

TransUnion Security Freeze
P.O. Box 2000
Chester, PA 19016
(800) 680-7289
Www.transunion.com/securityfreeze

3. Order a free copy of your credit report

and look for unauthorized activity.

Many consumers first find out that they are victims
of identity theft by discovering inaccuracies
on their credit report. The Federal Fair Credit
Reporting Act (FCRA) allows consumers to
obtain a free copy of their credit report each year
from the three major credit bureaus as follows:

a. Log onto www.AnnualCreditReport.com;
b.  Call: (877) 322-8228; or

c.  Write: Annual Credit Report Request
Service, P.O. Box 105283, Atlanta GA
30348-5283

Monitor your financial accounts for
suspicious activity.

Look carefully for unexplained activity on your
bank and other financial statements. If you detect
unexplained activity, you may want to contact
the fraud department of your financial institution.

three nationwide consumer reporting agencies by For additional information, contact the Office of
mail, or call or go online to request a freeze as Minnesota Attorney General Lori Swanson as follows:

follows:

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
(888) 397-3742
www.experian.com/freeze

Office of Minnesota Attorney General
Lori Swanson
445 Minnesota Street, Suite 1400
St. Paul, MN 55101
(651) 296-3353 (Twin Cities Calling Area)
(800) 657-3787 (Outside the Twin Cities)
TTY: (651) 297-7206 or (800) 366-4812
www.ag.state. mn.us
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